
S T AY S AFE O NLINE

Fraud response checklist

Act in order. Do not send more money or keep talking to a suspicious contact.

Stop the damage

C HEC K L IS T
Stop payments related to the incident

Stop clicking links or opening attachments f rom the contact

Keep evidence (messages, numbers, invoices, references)

Report
BANK / CARD CONT ACT  I WILL  USE (FROM CARD, ST AT EMENT  OR OFFICIAL SIT E — NOT  FROM T HE
SCAM)

C HEC K L IS T
Bank / payment provider contacted

Passwords changed for af fected accounts

Linked devices / benef iciaries checked

Staf f  or partners warned if  needed

REFERENCE NUMBER / OUT COME (OPT IONAL NOT E)

ONE PROCESS T O CHANGE SO T HIS IS  HARDER NEXT  T IME

This resource is for educational purposes only. It is not tax, legal or financial advice. Rules and requirements can differ by business type and location.
Check with the relevant authority or a qualified adviser for your situation.


