
S T AY S AFE O NLINE

Phishing red flags checklist

Pause before you click. Phishing creates urgency so you skip checks.

Red flags

C HEC K L IS T
Treat  as suspicio us if…

Unexpected urgency (“account closes today”)

Sender name and address do not match

Link text does not match the real website

Attachment you were not expecting

Request for passwords, OTPs or full card details

If you already clicked or entered information

S T EP  BY S T EP
1 Stop — do not enter more information

2 Disconnect if  something is downloading

3 Change passwords for af fected accounts

4 Contact the bank if  banking was involved

5 Check account activity and benef iciaries

6 Warn staf f  or partners who could be next

Safer habit

Type banking, SARS and supplier portal addresses yourself , or use a saved bookmark — do not
open them f rom an unexpected message.

This resource is for educational purposes only. It is not tax, legal or financial advice. Rules and requirements can differ by business type and location.
Check with the relevant authority or a qualified adviser for your situation.


